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_ ged their phase from physical markets to online
as grown significantly during the past few years and regarded as a powerful
anEd i ‘1;1:::1;)111\ tThle Business concems have moc@emised their supp]y chain
Under thean o 1K to global level, and offer better services to bth suppliers as \ycll
5, G e et ‘rcumstanc‘es.. huge data are gengratcd and s{ored in Internet service.
ase in e-comm ““P;’Ytant.lssue for everyone dgnng Electronic bu§1ness process. This
bty erce has created a new generation of related security solutions. Cyber-
ng ata tnqm on!me using advanced methods. In e-commerce, businesses or firms should
i while harfdlmg his cu'stomer’s personal information and their own. This study
portance  of cyber security to detect, prevent, and predict cyber-attacks on virtual machines.
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INTRODUCTION

Online purchasing replaces traditional method of shopping across the world. E- commerce sites like
Amazon, Flipkart, eBay, Alibaba, Indiamart and others are paving theway for these technological
changes. The most determined innovation currently being made to business is online shopping. E-
commerce is well known as a powerful tool for business transformation that gives organisations the
chance to modemise their supply chain processes, expand their network to global level, and offer better
r services to both suppliers as well as customers. Without a well-organized working of E-commerce
security, it is not possible to apply the methods of online purchasing that produce such benefits. The
prominent website’s concem is to find a secure way to use computer to purchase and sell items or
move money beA secure, efficient, and fast online payment system was designed to ease e-commerce.
E- commerce use wide networks to carry out a number of crucial transactions. Cybercrime brings
: risks to e-commerce transactions, which result in theft of huge data and financial losses.The possibility
: of crimes may be performed without the victim's knowledge or consent makes the future even more
E disturbing. Future cybercrime prevention will involve strong digital security rather than simple human
care. Due to different technological assaults of people's privacy, the role, function, and effectiveness
of law in reducing cybercrimes havebeen questioned in recent years.

OBJECTIVES:

e To study the nature of cyber-attack in E-commerce businesses

To understand E-commerce operation and need for cyber security in current trend
To determine the prevention of Cybercrime on E-commerce business

RESEARCH METHODOLOGY: . ‘ ‘
The study focused on secondary data and gathered from various published resources, journals,

economic reviews, books and websites about cyber security in E-Commerce businesses.

RCE BUSINESSES — AN OVERVIEW:

ftempt to snatch of systems, illegal access, misuse of n‘etwork
cks. The various techniques used by cybercriminals to
¢ attack, Phishing attack, Man- in-the-middle (MITM)

CYBER ATTACKS IN E-COMME

Cyber-attack is referred as an a
that has been seized to launch further atta
execute a cyber-attack include are Malwar

attacks, & others.
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L MALw AREIZI\}I‘I'?:(E; OF CYBER-CRIMES:

Malw . —
any suspicio arel.‘maCk invades a server by making use of vulnerability, frequently when the user clicks
2. PH] us link or email notification that frequently stimulates the installing of hazardous software.
Phich SHING ATTACK ‘

18hing 15 ref; as redivent; . , g ; .
email ?hh referred as redirecting misleading notifications from a reliable source, usually through
C . - 1€ purpose of sending is to glide or gather user information, such as details of login &
redit/Debit card d -

g ‘ ctails, or attacking the user system with malicious software. Phishing is one of
1€ 1creasing cybercrime

3. MANIN THE MIDDLE ATTACK (MITM)

intery Attacks known as Man-in-the-middle (MITM) or Eavesdropping take place when attackers
: Tvene with something like a transaction between two parties. By jamming the traffic,the attackers
can steal and hack data.

These are the two most general points for (MITM) attacks:
L

Hackers may position them between a victim’s device and the network when using Wireless local
area network (WLAN) that's not secure. By this method victim gives the hacker complete data
access without even knowing it.

{\n attacker makes an attempt for installing spam in victim’s device in order to hack their
information immediately after malware have infected the device.

4. DISTRIBUTED DENIAL OF SERVICE ATTACK (DDoS)

A denial of-service attack (DDoS) over-burdens system, or the organizations with jamming,
using network & other connectivity. Along with these, the system can't satisfy genuinerequest. This

assault is likewise carried out by attackers using various hacked gadgets. This is often referred as a
denial of service attack.

5. SQL INJECTION

At the point when a cybercriminals embeds suspicious code into a connection that utilizesSQL,
and constrains the network to expose data that it will usually don't, this is often referred as aSQL

injection. By entering suspicious code into a network on an unprotected site, a cybercriminalscould
undoubtedly play out a SQL injection.

6. ZERO-DAY EXPLOIT ATTACK

Later a network exposure is disclosed but prior to a reinforcement or solution is being
implemented; a Zero-day exploits attacks. Throughout the process, hackers concentrate on the widely
exposed information. Hazard Waming from zero-day helplessness requires continuous observation

7. DNS TUNNELING ATTACK :

DNS tunneling refers to abusing of primary DNS protocol. DNS is used to transfer HITPand
other protocol jamming. There are different, acceptable reasons in order to implement the DNS
tunneling. They will be used to hide data that is usually shared via an online by masking outward traffic
as DNS. DNS requests are changed for malicious purposes to unencrypt data fromvictim computer to

network of the hacker. It is also used for calls from the network of the hackerto a victim computer for
commanding and controlling.

IMPACT OF CYBER-ATTACK IN E-COMMERCE

When cybercriminals attempt to attain unauthorized access or hacking of online data heldon a
computer or network, it is called a cyber-attack. The intention could be to cause harm to a person or
business's reputation or steal data for other purposes. Governments, organizations, groups, and
individuals may all be the targets of cyber-attacks. Cyber-attacks lead to loss of data,revenue and
overall business viability, which makes cyber security essential tool for e-commerce. Cyber-attack is
stealing data from online using advanced methods. In e- commerce, businesses or firms should be

cautious while handling his information and customer’s pet sonal information.
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Online bue X SECURITY:
: 1¢ business ug el
wide, online pa\“‘:s ml}ally indulges with huge data ransfers and exchange
Processing. Theet NS, fund transfers. supply chain management, onlinc mat i .
billions Cybe Ore. money is transferred and exchanged  through online platforms "
s.Cyber secunity i » ‘ ’

| | information
from harmful attacks |

of information in
keting and order

s the important tool need to manage, control and safeguard the 1

purchas];e;g:?nl 1;::::““1;\ aEe the most allam\ing}ypes of cybc?-attacks il'] ¢-commerce. The
So, business should be l:\‘sﬁ‘ ?ctlgxl tabs, shlpplpg details, payment options, and signature verification.
online. It inclu dcﬁngt\\f l‘tk&auuous on providing a trustable pl_at form to.r customers whl!c p}lrchasmg
pProvisioning s\-glm;l ok dor SECUEY,: card paymem sccunty, application authentication, user

s mobile security. Securing these services and processes ensures customer

confidence wh . Y2 g
attacks en sending money and delivering orders. Strong cyber security protection prevents such

PRI(':):::‘:;;?Y .\}EASURES ON CYBERCRIME FOR E-COMMERCE BUSINESS:

Gov et;lm acn >hopld work on la}(lng necessary measures to control cybercrime. Both the

C ent and Busme.ssesshould ofter §mety and technical assistance to stop cybercrime activities.
BstomE should practice only buying in trusted websites in order to avoid being a prey to this

electronic scammer. The impact of cyber security on E-commerce can be fully enhanced only when

» Use proper antivirus

e Keep OS software’s updated

e Use secured networks

e Secured passwords and login details

e Shop only through trusted websites

e Do not open spam emails sent.

e Do not save card or bank details on websites.

e Change passwords and pin numbers for credit/debit cards frequently.

GOVERNMENT INITIATIVES FOR CYBER SECURITY
Cyber-crimes in India are registered under Information technology (IT ACT) act, 2000 by
the Govermnment. The Government of India has enacted current legislations regarding cyber security.
The various laws enforcing cyber security are:
1  The Information Technology Act(IT ACT), 2000
1.  The Information Technology (Amendment) Act, 2008
mi.  Information Technology (IT) Rules, 2011
1v. Indian SPDI Rules. 2011 For Reasonable Security Practices
v. National Cyber Security Policy, 2013
vl IT Rules, 2021

Vil  National Cyber Security Strategy, 2020
" These are laws being initiated by government in providing safety and security against data theft

in E-commerce business. Government law and practise has aided e-commerce businesses in preventing
illecal activity and has improved the efficient operation of busmesses. This improves the
digitalization in India without scam and other malware practices

CONCLUSION: _ '
E-commerce has advanced from traditional marketing pattems to a virtual presence. Many

people, especially those involved with e-commerce technf)logy because of its fame on the Woﬂ'd
Wide Web, have begun to identify cybercrime with fear in recent umes. Companies operating i
competitive economies are adopting various service methods. Wxth the emergence of e-copung;czz
platforms, data security has become an high cost business, with enormous budgets pourng 1

securing its operations and databases. Consumer needsand security are top priorities when it comes
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